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§ 1202.28 What rules do NARA employ-
ees follow in managing personal in-
formation? 

All NARA employees and contractors 
involved in the design, development, 
operation or maintenance of any sys-
tem of records must review the provi-
sions of the Privacy Act and the regu-
lations in this part. NARA employees 
and contractors must conduct them-
selves in accordance with the rules of 
conduct concerning the protection of 
nonpublic information in the Stand-
ards of Ethical Conduct for Employees 
of the Executive Branch, 5 CFR 
2635.703. 

§ 1202.30 How does NARA safeguard 
its systems of records? 

(a) The system manager ensures that 
appropriate administrative, technical, 
and physical safeguards are established 
to ensure the security and confiden-
tiality of records. In order to protect 
against any threats or hazards to their 
security or loss of integrity, paper 
records are maintained in areas acces-
sible only to authorized NARA per-
sonnel. Electronic records are pro-
tected in accordance with the Com-
puter Security Act, OMB Circular A–11 
requiring privacy analysis in reporting 
to OMB, and are accessed via passwords 
from terminals located in attended of-
fices. After hours, buildings have secu-
rity guards and/or doors are secured 
and all entrances are monitored by 
electronic surveillance equipment. 

(b) The system manager, at his/her 
discretion, may designate additional 
safeguards similar to or greater than 
those described in paragraph (a) of this 
section for unusually sensitive records. 

(c) The system manager only permits 
access to and use of automated or man-
ual personnel records to persons whose 
official duties require such access, or 
to you or to a representative des-
ignated by you. 

Subpart C—Individual Access to 
Records 

§ 1202.40 How can I gain access to 
NARA records about myself? 

(a) If you wish to request access to 
information about yourself contained 
in a NARA Privacy Act system of 
records, you must notify the NARA 

Privacy Act Officer, National Archives 
and Records Administration, Rm. 3110, 
8601 Adelphi Rd., College Park, MD 
20740–6001. If you wish to allow another 
person to review or obtain a copy of 
your record, you must provide author-
ization for that person to obtain access 
as part of your request. 

(b) Your request must be in writing 
and the letter and the envelope must 
be marked ‘‘Privacy Act Request.’’ 
Your request letter must contain: 

(1) The complete name and identi-
fying number of the NARA system as 
published in the FEDERAL REGISTER; 

(2) A brief description of the nature, 
time, place, and circumstances of your 
association with NARA; 

(3) Any other information, which you 
believe, would help NARA to determine 
whether the information about you is 
included in the system of records; 

(4) If you are authorizing another in-
dividual to have access to your records, 
the name of that person; and 

(5) A Privacy Act certification of 
identity. When you make a request for 
access to records about yourself, you 
must verify your identity. You must 
sign your request and your signature 
must either be notarized or submitted 
by you under 28 U.S.C. 1746, a law that 
permits statements to be made under 
penalty of perjury as a substitute for 
notarization. While no specific form is 
required, you may obtain a Certifi-
cation of Identity form for this purpose 
from the NARA Privacy Act Officer. 
The following information is required: 

(i) Your full name; 
(ii) An acknowledgment that you un-

derstand the criminal penalty in the 
Privacy Act for requesting or obtaining 
access to records under false pretenses 
(5 U.S.C. 552a(i)(3)); and 

(iii) A declaration that your state-
ment is true and correct under penalty 
of perjury (18 U.S.C. 1001). 

(c) The procedure for accessing an ac-
counting of disclosure is identical to 
the procedure for access to a record as 
set forth in this section. 

§ 1202.42 How are requests for access 
to medical records handled? 

When NARA receives a request for 
access to medical records, if NARA be-
lieves that disclosure of medical and/or 
psychological information directly to 
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